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Astana International Exchange
Site-to-Site VPN Request Form
(Please fill in fields highlighted in yellow)

Contact details:
Customer code:	T0X – Broker name

	
	AIX
	Broker

	Primary
	Name
	Yerbolat Tileutay
	Name Surname

	
	Title
	Head of IT Ops
	Network Engineer

	
	Phone number
	+7 7172 235300
	+971 2 6121111

	
	E-mail address
	ye.tileutay@aix.kz
	name@zzz.xxx

	Secondary
	Name
	Askar Daldabay
	

	
	Title
	Infrastructure 
Engineer
	

	
	Phone number
	+7 7172 235300
	

	
	E-mail address
	a.daldabay@aix.kz
	



VPN Details
	General
	AIX
	Broker

	Gateway IP Address
	185.76.201.4
	151.253.5.xxx

	IKE Phase 1
	

	Key Exchange Encryption
	AES256
	Same

	Hash
	SHA256
	Same

	Diffie-Hellman group
	14
	Same

	ISAKMP SA lifetime
	86400 second
	Same

	NAT-Traversal
	No | Auto
	Same

	Validation
	Pre-Shared-Key1
	Same

	IPsec Phase 2
	

	Encryption
	AES256
	Same

	Hash
	SHA256
	Same

	IPsec SA lifetime
	28800 second
	Same

	Diffie-Hellman group (PFS)
	14
	Same

	IP Addressing
	

	Secured Networks (NAT)
	10.70.zzz.0/24
	10.xxx.0/24

	
	
	

	Internal Networks
	
	

	
	
	



* Pre-shared key will be provided to the primary phone number via SMS/Whatsapp/Telegram
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